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PA3ZJEJ 1. OIIMCAHUE HA ITPEIMETA HA IIOPBYKATA.
TEXHHYECKA CIIEIIN®UKALIINSI. YCJIIOBHUS 3A YYACTHE

1. OIINCAHME IIPEJMETA HA IOPBYKATA

1.1. IIpeamer Ha mopbUKaTa

»lIpenocrapsaHe Ha ycrmyrd 3a JocTell Ao VIHTepHET 3a HyXAuTe Ha OOIIMHCKATa
aAMUHUCTparmaTa”

B crotBercTBHE € 9. 48, an. 1 ot 3011 HeoOX0OMMHUTE XapaKTEPUCTUKH Ha IIPEAMETa
Ha ofImecTBeHaTa MOpBYKA ca IMOAPOOHO WHAMBHAYAIM3UPAHH B TeXHHYECKUTE
cnenu@uKanyy Ha H3UCKBAHHUATA HA BB3JMOXKHTENS OT HAcToOAmaTa AOKYMEHTalMs 3a
o0IIecTBeHA IOPHYKA.

1.2. Cpok 3a m3nbaHEHHE HA NMOppUKaTa — 18 Mecela OT CKIIOYBaHE HA AOTOBOP
WK [0 IOCTUTI'aHE Ha MaKCHMAaJTHATa POTHO3HA CTOMHOCT.

1.3. IIporao3Ha cToifHOCT. YcioBAs M HAYHH HA IJIAINAHE.

IIporno3na croiinoct:

IIporHosHara CTOMHOCT, KOATO ce sBABa M MaKCHMaleH (HHAHCOB pecypc 3a
U3IBIIHEHUE Ha TOphYKarta, € B pasmep Ha 11 340 jieBa (egnHameceT XWJISIAM TPHUCTA H
qeTnpuaecer Jjesa) 0e3 sxmodeH JJC. Ilporno3nara cTOMHOCT BKIOYBA abOHAMEHTHA
Takca 3a 18 mecena m eqHOKpaTHA Takca 3a MbPBOHAYATHO HHCTAIMPAHE M KOHPHUIYPHUPAHE.
VvacTHUK, KOHTO opepupa MecedHa abOHaMEHTHA Takca M I€Ha Ha eIHOKpATHA TaKca 3a
I'bPBOHAYAIIHO MHCTAIMpaHE M KOHQUIypHpaHe, KOUTO clell cOOpyBaHe M M3YHCIABAHE HA
MeceyHaTta abOHAMEHTHA TaKca 3a OCceMHaJeceT Opos Mecelld, HaABHIIABaT HPOrHO3HATA
CTOMHOCT Ha 0OIIeCTBEHATa ITOPBUKA, Ie OBJE OTCTPAaHEH OT YUaCTHE B IPOLEAyPaTa.

1.4. YcaoBus ¥ HAYMH HA IUIAINAHE:

®unaHCHpaHeToO Ha HACTOSINaTa 0OIIECTBEHA IOPHYKA C€ OCHTYPSBA ChC CPEACTBA OT
610/ xeta Ha O6mmHa [ToMopre.

3amnamaHeTo INe Ce H3BBHPIIBA 110 OAaHKOB IIBT, IO NHUCMEHO MOCOYEHA OT
MsnbnanTens 6aHKOBa CMeTKa B OBJITApCKH JIeBa IIPH YCIOBHATAa M HAYMHA, ONMCAHHU B
IIPOEKTa Ha JIOTOBOP.

2. Texnnyecka cnenqupukanus

KbM Besika ynorpea B TekeTa mo-30J1y (3aeHO C BCHYKA (OPMH HA UieHyBaHE, B
€IMHCTBEHO HMJHM MHOXeCcTBeHO umcno) Ha: CTAHJAPT, CIHEINUP®HUKAIIAA,
TEXHUYECKO OJIOBPEHHE HWJIN JAPYI'A TEXHUYECKA PE®EPEHIIHS,
kakTo u Ha KOHKPETEH MOJEJI, U3TOYHHUK, ITPOIIEC, ThPTOBCKA MAPKA,
HATEHT, THUIL, IPOU3XO/ WJIN NPONU3BOJACTBO no cMuchaa Ha wi. 48, an. 2 n
wi. 49, an. 2 ot 3011, aKo H3pHYHO He € yKa3aHO APYro, CIeBa aBTOMATIYHO Ja Ce CUHTA 3a
nobaseno: ,,UJIN EKBUBAJIEHTHO/MN!

OO6XBaThT HA HOPHUKATA BKIIIOYBA:

OCHpr}IBaHe Ha CBBP3aHOCT 10 I/IHTCpHeT 3a CpOKa Ha JO0roBopa WH3IIO CIopend
HM3HCKBaHUATA Ha Ta3u JOKYMEHTAIH.



TexnnyeckH HW3IHCKBAHMS KbM YYaCTHHKA 33 o0e3meuaBaHe Ha KOMYHHKAIIHOHHA

CBBhP3aHOCT MEXIV OTACTHATE 00eKTH, nocoueHu B Tadanna 1

O YYACTHHKBT CNlefBa Ja pasmojara ¢ BBL3MOXHOCT 3a OCLIIECTBIBAHE HA
TeXHHYECKa NOJAPEHKKa Mo cxemara 24x7x365 — ,Help Desk”, ¢ pabotema
»lrouble Ticket” cmctema 3a obGciyXBaHe Ha KIMEHTHTE M C fSCHA CXeMa 3a
peakIyst ¥ CBOEBPEMEHHO OTCTPaHSABAaHE HA BB3HMKHAIH MPOOIEMH. YYaCTHUKBHT
Tpsa6Ba Ja pasmojiara ¢ oOyYeH TEXHHYEeCKH W aJMHHHCTPAaTHBEH HepCoHall 3a
KOHTakTH, IpH BB3HUKBaHE Ha HEOOXOquMOCT. BpeMeTo 3a peakius Ipu
3asgBsSBaHE Ha IOBpeaa He TpgOBa ja HaaBumiasa 4 yaca. YUYacTHHKET TpsaOBa a
rapaHTUpa ¥ MAKCHMATHO BpPEME 33 OTCTPaHIBAHE Ha TEXHUYECKH IPoOIeMH B
MpexkaTa Jio 12 gaca.

o Ilo oTHoIleHWe H3MBIHEHHETO Ha IopBpYIKaTa, CTpPaHUTC IIO0 JOroBopa CcCH
KOpeCclionaupat 110 BbBIPOCH, Kacaclld aIMHHHUCTPAaTHUBHH, TCXHUYCCKH H
(bPIHaHCOBI/I KOHTAaKTH U APpYIH OTHOCHMH BBIIPOCH.

o [Jla mputexaBa M ynpapiiBa HallMoHaIeH L[eHTBD 3a ynpaBieHHe U KOHTPOJI Ha
MpexXara, KakKTo M CHCTEMa 32 MOHUTOPUHT (HaOJIOAEHNE Ha MpeXaTa B pealiHO
BpeMe), 6asupaHy Ha XapIyepHH U COPTYSpHH IIATHOPMH.

0 3a u3nBIHEHUE nmpeaMeTa Ha IMOpbhUKara, Y4acTHUKET Tp}I6Ba Ja H3II0JI3Ba B
TCXHOJIOTMYHHUTE CH BB3JIM B CTpaHaTa amaparypa M CHCTECMCH JIMICH3HpaH
CO(I)Tpr CcaMoO OT BOJICIIH CBECTOBHH IIPOM3BOAUTCIIN B Ta3U o0acr.

0 3a u3NBIHEHHE NpeAMeTa Ha NOphYKaTa, YUYaCTHHKHT TpAOBa Ja IPEIOKH
U3IIAJI0 Ha3eMHA IE(POBa CBBP3aHOCT C FapaHTHpaHa CKOPOCT, 6€3 M3II0N3BAHE HA
Oe3xuuHa (,,wireless”) TeXHOIIOrU.

O HpI/I HeO6XOI[I/IMOCT da €€ OCHUIr'ypH BB3MOXKHOCT 3a: yBCIIHYaBaHe Ha CKOPOCTHTE
Ha (pU3HYECKUTE JTMHUH B KPATHK TEXHOJIOTHYEH CPOK;

o Texuonorusra, W3MON3BaHA INpPH H3TPAXKIAHETO Ha BPBH3KATE, TpsAbBa Ja e
3a7I0)kK€Ha B TEXHUYECKOTO pEICHME HAa YYacTHHKAa M BCHUYKH KabellHM Tpacera
cienpa ga 0paat cuMeTpraHu cbe 100% rapanTupane Ha CKOPOCTTa

o 3a axpec rp. Ilomopue, yn. Conna 5, O6muna Ilomopue Tpa6Ba fa ce NpeocTaBH
mpexa /29 or peamnu IP agpecn. Yuactauka Tpabea ga ocurypu IIpoTekTupan
uHTepHeT or DDoS araku u ckopoctu criopen Tabnuma 1.

O YdYacTHHKa [la IMa II0BeYe OT TPH HE3aBUCHMH Upstream-a U MAHEMaJIeH TpaduK
ot noxe 30 Gbps 3akyneH MEeXIYHAPOIeH Tpadux.

O VYvuacTHHKa Tps0Ba Ja IPeNIOXH perieHue 3a [IpoTeKTHpaH UHTEpHET Hali-MAalKo
JI0 CIIEHATE 3aIUTH:

¢ [P non-existing protocol attack such as Flood with IP packets with reserved
values in protocol field;
® ICMP attacks such as: ICMP Flood, Smack, Smurf attack (OBSOLETE);
¢ [GMP attacks such as: IGMP flood;



e TCP attacks such as: SYN Flood, SYN-ACK Flood, ACK Flood, FIN
Flood, RST Flood, TCP ECE Flood, TCP NULL Flood, TCP Erroneous
Flags Flood, TCP Xmas, Fake Session, SRC IP Same as DST IP;

e UDP attacks such as: General Random UDP Floods, Fraggle, DNS
query, DNS Amplification (+DNSSEC), NTP Amplification, SNMPv2,
NetBIOS, SDP, CharGEN, QOTD, BitTorrent, Kad, Quake Network
Protocol, Steam Protocol;

e HTTP attacks such as: Slowloris (Apache / IIS Attack), R-U-Dead-Yet
(RUDY), HTTP Object Request Flood;

o 3a axpec rp. Ilomopre, yn1. Conna 5, JanbuHo TpsbBa 1a ce MPEIOCTAaBA MpexKa
/29 ot peannu IP agpecu u ckopoctu criopern Tabmuna 1.

TexHu4yeckH H3HCKBaHUS KbM HHTEp(eiicuTe:

¢ 3a KOMYHHKAILMOHEH IIPOTOKOJ 3a BCHYKM TOYKHU TpsAGBa 1a ce m3monssa Ethernet
¢ e uHTEpdEic 10 BesAKa KpaiiHa Touka, choTBeTHO Ethernet 10 Base T / 100
Base TX ¢ mopr 3a koHekTOp RJ-45, criope sxxenanaTa CKOpOCT Ha CBBP3AHOCT JI0
anpeca Ha Be3noxurens.

e Vcenyrute TpsabBa ga ce mpemoctaBiT mo VLAN, ¢ men rapanTtupade Ha
CKOPOCTHTE U 3all[ATEHOCT Ha Bpb3KaTa OT APYTH KJINSHTH Ha Y YaCTHHKA.

Y4acTHUKEBT TpaOBa Ja pasolara ¢ KalauTeT Ha IPeHOC MeXTy oTaenauTe PoP (Touxn
Ha TNPHCBCTBHE), KOWTO Ja TapaHTHpa HAIBIHO HCKaHUTE CKOPOCTH, Ja OTroBaps Ha
KPUTEPUHATE 32 KA9€CTBOTO HA yCiIyrara 0 ChOTBETHUTE TOUKHM B HACTOSAINATA MOPHYKA U Ja
IIpeoCTaBs BE3MOXHOCT 3a YBEIIMYABAHETO MY [IPH IIOMCKBAHE.

Y49acTHUKBT TpsAOBa Jla rapaHTHpa BHCOKA HANEKIHOCT HA MPeXara Cd U Ja HOIIbpxKa
CJIeIHATE MUHUMAIHU OCHOBHH IIapaMETPH:

e cdextuBHOCT (,,uptime”) > 85,00%;
e 3ary6u Ha maketn < 1%;
® TpaH3UTHU 3aKbcHeHUs < 200 ms

TexHUYEeCKUTE M3UCKBAHUA CJICABa 3aJbJDKUTCIIHO A 3aJIETHAT B TEXHHUYCCKATa O(bepTa
Ha y9aCTHHKa, KOATO NPEACTARIIIBA HEpA3AeIHa YacT OT A0roBopa.

Tabauua 1

100 Mbps
DDoS

IPOTEKTHUpaH
HuTepuer

1. | I'p. Ilomopue Vi Conna 5, O6muna
Ilomopue

50 Mbps
2. | I'p. ITomopue Vn. Conna 5, lags4ano rapasTUpaH
HHTEpHET




3ateaexka:

1. Bp3noxuTensar me ocurypu 3axpansane 220V 10 BCHUKM TOYKH, ITOCOueHH B Taiuua 1
Ha JOKYMEHTAIUATA.

2. B mepuona Ha M3MLIHEHME Ha JOroBopa, BE3noxuTensaT me ocurypu chIaeicTBHE Ha
V3nnianTents, KoraTo NOCIeTHUSIT H3rpax1a/moanspxka kabenHna CBBP3aHOCT JI0 IIOCOYCHH B
Tabnuna 1 Ha HoKyMeHTaNMsATa apecH.

3. V4acTHUKBT Ja OCHI'YpH CTaHJapTHa TEXHUYCCKA NMOAAPHKKA 32 EJINUA CPOK Ha JOT OBOpa.

3. YCJIOBHA 3A YYACTHE

3.1. B mpouenypara 3a Bb3naraHe Ha OOINECTBEHAa IIOPBYKA MOTAT [a ydacTBar
OBJIrapcKu MM TyXKIECTPAHHH (U3UYECKH WM IOPUIMYECKH JMIA MM TeXHH OOCIHHEHNS,
KaKTO ¥ BCAKO JIpyro oOpasyBaHHe, KOETO MMa IIpaBO Jia H3NBIHABA YCIYIH, CHITIACHO
3aKOHOJATEICTBOTO Ha JIbpKaBaTa, B KOATO € YCTAHOBEHO M KOETO OTTOBaps Ha YCIIOBHATA,
nocouery B 3011 1 06ABEHATE U3MCKBAHUS HA BB3JIOKHUTEIIA B YKA3aHUATA 3 YIACTHE.

3.2. Jluue, KoeTo ydacTBa B OOeJUHEHHE MM € AAI0 ChIyacie M (UIypHpa KaTo
HOQU3NBIHUTEN B odepraTra Ha JAPYr YYaCTHHK, HE MOXe Ja IIPEICTaBsd CaMOCTOSTENHA
odepra.

3.3. Emno Qusmyecko WM IOPHAMYECKO JIMIE MOXE Ja ydacTBa CaMO B €IHO
obenuHeHUE.

3.4. Cpbp3aHy MUa 1O CMHCHIA Ha § 2, T. 45 oT JlonkIHATeHATE pa3nopeadu Ha
30I1 ne morat a 6pAaT CaMOCTOSATEIHN YYACTHHIM BB BB3/IAraHeTo.

3.5. Beexu yd9acTHHK B IpoIleIypara O Bb3Jarane Ha oOIecTBeHATa HOpHUKa MMa
IIPaBO Ja MpeaCTaBU caMo eHa odeprTa.

3.6. BB BB3/IAraHeTO MOraT 1a y4acTBaT W OOCIMHEHHS, KOUTO HE ca IOPUIHYECKH
JTHIA.

3.7. BBanoxuTeNsIT OTCTpaHsBa OT y4acTHe B IPOLEAYPATA YUACTHHK, 32 KOFOTO € HATMLE
HiKoe oT obctodrencTata no wi. 54, an. 1 or 30I1 u KoifTo He OTroBaps Ha IOCTABEHWTE OT
BB3JIOXKHUTEN KPUTEPUH 3a Toabop.

3.8. OcuoBanusaTa mo wi. 54, an. 1, 1. 1, 2 u 7 ot 3011 ce oTHACAT 3a JIMIATA, KOHTO
IIPEICTaBISABAT YIaCTHHKA.

3.9. Kem odepTaTa yqacTHHIHTE NOJABAT JEKIAPAIHS TI0 obpasen Ha BB3JIOKHTEIL 32
jjrcara Ha OCHOBAHMATA 32 OTCTPaHSIBAaHE U CHOTBETCTBHE C KpUTepHuTe 3a noabop. Korato
YJaCTHHKBT C€ IIPECTaBIsIBa OT MOBEYE OT €IHO JINIIE, AeKIIapaluiaTa 3a 06CTOATEICTBATA 10
91 54, am. 1, 1. 3 - 6 ot 30l ce moAmUcBa OT JHIETO, KOSTO MOXKE CAMOCTOSITETHO na ro
[IPEJICTaBIISABA.

3.10. YyacTHHK, 33 KOTOTO ca HAJIMIE OCHOBAHHSA 1o Wwi. 54, an. 1 or 3011, nma npaso
Ala TpENCTaBM JOKAa3aTeNCTBA, Y€ € MpeJupuesl MEPKH, KOHTO TapaHTHpaT Heropara
Ha[EHIHOCT, BBIPCKM HAIMYAETO HA CHOTBETHOTO OCHOBAHHE 3a OTCTPAaHABaHE, B
ChOTBETCTBHUE ¢ WI. 56 oT 3011 3a Ta3u 1en y4acTHUKBT MOXKE [1a TOKAXKE de:

a) € Ioracwyl 3aJbDKEHAATa CH 1o Wl 54, am. 1, T. 3 or 30I1, BKIIOUHTETHO
HaTHCIICHUTE JIMXBU W/WIIK TJI00H MM € TE Ca Pa3cpPOYEHH, OTCPOUCHH I 00e3MeeHN;

0) € mIaTunI MM € B IPONEC Ha M3MJAIaHe Ha JBIDKHMO OOe3lIeTeHHe 33 BCHUKH
BPCIIH, HACTBIMIA B PE3YIITAT OT U3BHPIICHOTO OT HETO IPECTHILICHHE MM HApYIIEHHE;

B) € U3ACHUI U3UEPIATENHO YaKTUTE U 06CTOATEICTBATA, KATO aKTHBHO € ChICHCTBAI
Ha KOMICTCHTHHTE OpraHHM, M ¢ HU3NBJIHWI KOHKPETHH MpEIIHCAaHMs, TeXHHYECKH,
OPraHU3AUHMOHHA U KaJpOBH MEPKH, Ype3 KOMTO Ja CE IMPEAOTBPATAT HOBH IPECTHIUICHMS
WY HapyIICHHA.

T) € IUIaTAI H3LAI0 ABDKEMOTO B3eMaHe Ho wi. 128, wr. 228, an. 3 umm wr. 245 or
Kopnexkca Ha tpyna.



3.11. B cnyyaif, ue y9acTHHK e TIpeAnpHeN MEPKH 3a JOKa3BaHe Ha HANeXIHOCT IO
wi. 56 ot 3011, Tesnm Mepku ce omucBaT B CBOOOJEH TEKCT OT YYacTHHKA M B odepTara ce
IpHIaraT AOKa3aTe/icTBa B IMOJKpENa Ha ChUIuTe. MOTHBUTE 3a IpHEMaHe WM OTXBBPISHE
Ha OPEIIPHETHTE OT YYaCTHHKA MEPKU U TIPEACTABCHHTE OKA3aTEJICTBA CE IIOCOYBAT B
IIPOTOKOJIA OT paboTa Ha KOMUCHATA.

3.12. VyacTHHKBT JeKTapupa JIHIcaTa HA OCHOBAHMS 3a OTCTPAaHABAHE OT YYacTHE B

npouenypata u ChOTBETCTBHE C IOCTABEHHTE KPUTEPHH 3a MOAOOP 4Ype3 IpeACTaBiHE Ha
JIOKYMCHTHUTE, ONIMCAHH B HACTOSIIUTE YKa3aHH 33 Y4acTHE.

3.13. B ciryqaii, ye YYacTHUKBT y9acTBa Kato obedunenue, KOETO HE € PETHCTPUPAHO
KaTo CaMOCTOSATENIHO HOPHIAMYECKO IMIE, CHOTBETCTBHETO C KPHTEPHHTE 3a Ioabop ce
N0Ka3Ba OT OOCAMHEHMETO YYACTHHK, a HE OT BCAKO OT JIMI[aTa, BKIIOYEHH B HETO, C
U3KIIOYEeHHE Ha CHOTBETHA PErMCTpalivd, MPEACTaBIHe Ha CepTHPHUKAT HIX APYrO yCIOBHE,
HeOOXOMMO 3a M3NBIHECHWE Ha IOPBYKATa, ChIVIACHO M3MCKBAHMATA HA HOPMATHBEH HIIH
aJMUHUCTPATHBEH aKT W ChOOPasHO paslpeleNiCHHeTO Ha YJYacTHeTO Ha JHUNaTa MpH
U3IIBJIHCHUE Ha JEHHOCTUTE, IPEABUICHO B JOIOBOPA 3a Ch3aBaHe HA OOEIHHEHHETO.

3.14. BB3NOKHTENAT HE IOCTaBI KaKBHTO M Ja € U3WCKBaHHWsS OTHOCHO IIPaBHATA
dbopma, mox koATO 06eduUHEHUEMO TIIE YUaCTBa B IIPOIlEdypaTa 3a Bh3JIarane Ha MOpHUKaTa.

3.15. KoraTo y4JacTHHKBT € OOeqWHEHHE, KOETO HE € PETHCTPUPAHO KaTo
CaMOCTOSTENTHO FOPUIANIECKO JIMIIE, C€ MPEJCTaBs YIPEAUTEIHUAT aKT, CIIOpa3syMEHUe H/HIIH
APYT NPUIOXHM JOKYMEHT, OT KOMTO Ja € BUIHO NPaBHOTO OCHOBAHHME 3a CH3JABAHE HA
00eIMHEHUETO, KaKTO M CieJHaTa MH(OpMal|s BBHB BPb3Ka ¢ KOHKPETHATAa OOINECTBEHA
IIOpBYKa:

a) IIpaBaTa M 3a/{bDKEHHATA HA YIACTHHUIUTE B 06CJUHEHUETO,

0) pasnpesieeHHeTo Ha OTTOBOPHOCTTA MEXY WICHOBETE Ha 00EAMHEHHUETO,

B) IEHHOCTHTE, KOUTO I H3MbIHABA BCEKH WICH HAa 00 IHEHAETO.

3.16. Koraro y4acTHUKBT € obeavHEHHE, KOETO He € IOpPHAMYECKO JHIe, CICABA Ja
OBl OIpesieNieH M TTOCOYEH [apTHHOP, KOMTO Ja IIPEICTaBIABa 00CIHHEHHUETO 32 ENUTE Ha
HacTosImaTa odIiecTBeHa MOPHYKA.

3.17. B cnyyait ue obexuHeHHeT0 ¢ peructpupano o BYJICTAT npenn narata Ha
nojasaHe Ha oeprara 3a HacTosIara obIecTBeHa IIOphuKa, ce mocousa BYJICTAT w/um
Apyra uaeHTHdHIMpama HHGOPMANMA B CHOTBETCTBHE CBC 3aKOHONATENCTBOTO HA
ABpKaBaTa, B KOATO yJACTHUKBT € YCTAHOBEH, KAaKTO M afipec, BKIIFOYATENHO €JIEKTPOHEH, 3a
KOpECOHIEHIMS TIPY IIPOBEXIAHETO Ha mpouexypara. B ciydail, 4e He € perucTpupano u
HOpHA Bb3/araHe MU3NBIHCHUETO Ha HEHHOCTHUTE, IPEOMET Ha HACTOSIATa oOIecTBeHA
[IOpBYKa, YYACTHUKBT CJiefiBa Jda H3BbpImM peructpanusara mo BYJICTAT, cnen
YBCIOMABAHETO MY 3a M3BBPIICHOTO KIaCHpaHe W IpeJu IOAINHCBAHE Ha OrOBOpa 3a
BB3JIaraHe Ha HacTOsIaTa 0OIeCTBEHA TOPHYKA.

3.18. BB3NIOXKUTENAT OTCTPAHsBA OT y4acTHe BBB BB3JIAraHETO YYAaCTHHK, KOUTO €
obe/luHeHne OT (GH3MYECKU W/WIN IOPHIMYECKH JIWIA, KOTATO 33 WieH Ha OOeIMHEHHETO e
HaJIAIE HAKOE OT IIocoueHHUTE B Wi. 54, an. 1 ot 30I1 ocHoBaHMs 3a OTCTpaHABaHE.

3.19. Yyactaumute nocousar B odeprara NOAU3NBIHATENHTE U JeTa OT MOPHUKATA,
KOHTO IIe MM BB3JI0XKAT, aKo BE3HAMEPSIBAT Jid U3II0N3BAT TakuBa. B To3M ciywdait Te Tpsa6Ba
7ia MIPENCTaBAT JOKA3aTEICTBO 3a MIOETHTE OT MOAU3IBIHATEINTE 3aAbKCHIS.

3.20. IToan3ubaauTenuTe TpsOBa a OTFOBAPAT HA CHOTBETHHTE KPHTEPUH 34 noadop
CbOOpasHO BHIA W JIENa OT [OPHYKaTa, KOWTO IIe M3IBJHSABAT, U 33 TAX 12 He ca HAJIHIE



OCHOBaHHMS 34 OTCTPAHABaHE OT IIpoleAypaTa (IPEACTaBsT ce KbM odepTraTa AeKIapaliui o
oOpazel] Ha BB3JIOKUTEIIS).
He3apucHMO OT BE3MOMKHOCTTA 33 M3II0J3BaHE HA NOAU3IBIHATENH OTTOBOPHOCTTA 3a

U3IbIHCHUE Ha JIOTOBOPA 32 00IECTBeHa NOPHUKA € Ha H3ITBJIHATEII.

3.21. Crnep cxmo4BaHe Ha JOr0BOpa U Hai-KbCHO MPEIH 3aII09BaHe HA H3IIBIHCHUETO
My, H3UBJHATENAT YBEAOMABA BB3JIOKUTENS 3a HMETO, JaHHUTE 3a KOHTaKT H
NPEJICTaBUTEIIATE HA MOJU3IIBIHUTENNTE, IOCOYEHH B odepTaTa. V3IBEIHUTEIAT yBEIOMSBA
BB3JIOKHTENs. 3a BCAKAKBM IIPOMEHHM B IIpellocTaBeHaTa HHPopMamus B XoJa Ha
U3IBJIHEHHETO Ha TOPBYKATa.

3.22. YyacTHMIIUTE MOTAT 3a KOHKPETHATa MOPhYKA []a Ce M030BaT Ha KalaluTreTa Ha
TPeTH JIUIa, HE3aBHCHMO OT IIpaBHAaTa BPb3Ka MEXAY TAX, IO OTHOILICHUE Ha KPHUTCPHUHTC,
CBBpP3aHH C HKOHOMHYCCKOTO B (l)HHaHCOBOTO CBCTOJAHHUC, TCXHUYCCKUTC 1 HpO(l)CCI/IOHaIIHI/ITC
CHOCOOHOCTH.

3.23. Ilo oTHOLIEHHE Ha KPUTEPHUTE, CBBP3aHH C NpodeCHOHaTHA KOMIIETEHTHOCT 1
OINT 3a U3NBIHEHUE HA IOPBYKATa, KAHAUAATHTE UK YYaCTHUIIMTE MOTaT Ja ce I030BaT Ha
KalanureTa Ha TPETH JIMIA CaMO aKo TE3W JIANA IIE y4acTBAaT B M3IIBJIHCHHETO Ha YacTTa OT
NOpPBYKATA, 38 KOATO € HEOOXOAUM TO3H KaIlal[UTeT.

3.24. Koraro y4acTHHKBT ce [I030BaBa Ha Kalal[UTeTa Ha TPETH JIMIQA, TOl TpAbBa 1a
MOXeE [la JOKaXe, Ye INe paslojiara ¢ TEXHUTE PECYpPCH, KaTo INPEACTaBH JIOKYMEHTH 3a
IIOETUTE OT TPETHUTE JIMIA 3aAbIDKEHMA. TpeTuTte nuna TpsaOBa fa OTrOBapAT HA ChOTBETHHTE
KpUTEpHH 3a MoA0Op, 3a JOKa3BaHETO Ha KOWTO YYACTHHKBT C€ I1030BaBa HA TEXHUS
KalmanuTeT ¥ 3a TAX [a He Ca HaluIe OCHOBAHHWATA 3a OTCTPaHABaHE OT HpOIedypara
(ApencTaBAT ce KbM odepTara AeKIapanuu o o6pa3el Ha Bh3I0KUTEN).

PA3JIEJI II. KPUTEPUHU 3A ITIOIBOP

1. M3ackBanus 32 IMYHOTO CHCTOSHHE:
3a y4acTHHLHUTE He Ce/iBa [a ca HaaKIe OCHOBAHMATA 1o wi. 54, an. 1 ot 3011
V4aCTHHK, 32 KOIOTO ca Ha JIHIe OCHOBaHHA N0 wi.54, an.l or 3011, uma IpaBo aa
~— IPE/ICTaBU JI0KA3aTENICTRA, Y€ € NPEANpHE] MEPKH, KOUTO FapaHTHpAT HEroBaTa HagexXIHOCT,
BBIIPEKH HATHYUETO HA CbOTBETHOTO OCHOBAHUE 32 OTCTPAHSIBAHE.

OcHoBanust 32 OTCTPAHSBAHE OT YYACTHE B NPOLEAyPATA:
Hannawe na o6crosrencraa no 1n.54, an.1 or 3011

Hanuawue Ha o6crosrtencrsa o wr.107 ot 30I1

Hecnazsane na 911.101, an.8 ot 3011

Hecna3Bane Ha un.101, an.9 ot 30I1

Hecnassane na win.101, an.10 ot 3011

Hecnazsane ma wi1.101, ai.11 ot 3011
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2. IpasocmocoGHOCT 32 yHpaxHABAaHe HA NPOo()eCHOHATHA AeHHOCT:
BB31OXMTENAT He MNOCTaBsS M3MCKBAHWS, CBBP3aHM C IPABOCIOCOGHOCT 3a
YIpaxHABaHe Ha IpodecHoHaHa AeHHOCT.

3. UkoHoMHYecKo H GHHAHCOBO ChHCTOSHHE:



Bp3noxurenar He mnocrasd U3UCKBAaHHUA, CBBP3aHH ¢ HKOHOMHYECKO U (bPIHaHCOBO
ChCTOAHHUE.

4. Texan4yeckH H NPodeCHOHATHH CIIOCOOHOCTH:

4.1. YuacTHUIUTE clenBa 1a NPUTEXABAT ONMT B M3MBIHEHMETO HA NeHHOCTH ¢
IPEAMET, HACHTUYCH WM CXOIEH ¢ TO3M Ha HacTosdUlaTa OOImecTBEHA MOPBHYKA. Y YaCTHUKBT
TpsibBa Jia IOKaxe MUHUMYM 1 /efHa/ yciyra, KOSATO € eIHaKBa WM CXOAHA C IpeAMeTa Ha
IIOPBYKATa 32 MOCIIEHUTE 3 TOMHY, CAUTAHO OT JjaTaTa Ha nmojaBaHe Ha odeprara.

1100 ,,cxo0na ¢ npedomema na nopvukama” cnedea Oa ce paséupa ycayza no
npedocmasane na Humepnem docmon.

Ilpn nomabane Ha odeprata VY4aCTHHKBT CiefBa Ja IPEJOCTABH H3MCKyeMaTa
unpopmanuss B Jlekmapanus 3a CHOTBETCTBHE ¢ KpPHTEpHHTE 3a Mojabop Ho obpaser Ha
BB3IIOKUTES.

3a JIoKa3BaHE Ha TOBA M3MCKBAHE yJacTHHIWTE npeactaBar CIHCHEK HA YCIYTHTE,
KOMTO Ca HACHTHYHH HIM CXOJZHH Ha OOINEeCTBEHATa IOphYKAaTa, ¢ II0COYBAHE Ha
CTOHHOCTHUTE, MAaTHTE M IIOJIy4aTeUTe, 3aeIHO C JOKA3aTelCTBO 3a W3BBPIICHATa yCIIyTa
(O6pazen Ne 7 oT noOKyMeHTAIMATA 34 YUACTHE).

VYyacTHunuTe TpsA6Ba Ja MMaT BHEAPEHA CHCTEMA 34 YIIPaBIEHME HAa KA4ECTBOTO IO
craagapr EN ISO 9001:20xx mnu exBuBaneHTeH, ¢ 06XBaT B 00JacTTa Ha JOCTaBKa Ha
WnTepHer.

lpn nomasane ma o¢epraTa VUaCcTHHKBT CileABa [a NpPENOCTABH H3HMCKyeMaTa

uHopmanus B JleKnapanus 3a CHOTBETCTBHE C KpHTEpPHHTE 3a IOAGOp 10 obpaser Ha
BB3JIOKUTES.

PASJIEJIIII. YKA3BAHHUSA 3A NMOAT'OTOBKA U IIOJABAHE HA
OPEPTATA. KOMYHUKAIIAA MEXKIY BB3JIOKUTEJISI 1 YYACTHHIIUTE

1. 3a Y4JaCcTHC IpPH BB3JIaraHeTO Ha HacToAIlaTra OGIHCCTBCHa IIOpBUYKA YYaCTHUKBT
IIOATOTBA B IIPECACTaBA oq)epTa, KOATO Tp516Ba Ja CBOTBETCTBA HAITBIIHO Ha U3WCKBAaHHATA Ha
BB3JIOXXKHUTEIIA. BapI/IaHTI/I HE CC JOIMyCKarT. O(i)CpTaTa 3aBJDKUTEIIHO TpH6Ba Ja BKJIIOYBa
BCHYKH U3UCKYEMH JOKYMEHTH 3a ydJacTue B npouenypara.

2. Beeky y4aCTHHMK MMa IPaBo Ja IPeICTaBa caMo eHa odepTa.

3. Odeprara ce moOmmMCBA OT NPEACTABIABAIMS YYACTHHKA HIM OT HAIIEKHO
YI'BIIHOMOIIEHO JIMIIE, KaTo B odepTaTa ce IpHiara IbIHOMOMIHOTO OT HPEACTABIBALIHS
ydacTHHKa. JIOKyMEHTHTE, 32 yJacTHe, KOHTO 00CKTHBUPAT JIMYHO U3ARJICHHE HA KOHKPETHO
JMIIe, PECTABIISABAINO YIaCTHHKA, HE MOTaT Jja ObJIaT MOANKUCBAHM OT II'BIHOMOIIHUK.

4. IlpencraBenuTe 06pa3ny B JOKYMEHTAIHATA 32 y4ACTHE U YCIIOBHSATA, ONIMCAHH B
TAX, ca 3aBIDKUTEIIHYA 33 YIaCTHULUTe. AKO odepraTa He € IpeCTABEHA [0 MPHIIOKEHHUTE
06pasim BB3I0XKHTENAT HMa IIPABO 12 OTCTPAHY YUACTHHKA.

5. Odeprara crnesipa 1a 6be NpenCTaBEeRa HA aapec: Ip. ITomopue, 8200, yn. Conna
Ne 5, npesu natata u 4aca, MOCOYEHHU B 065BaTA KaTO KPaeH CPOK 3a I0aBaHe Ha odeprure.

6. AKO yYacTHUKBT H3mpama odeprarta upe3 IpPeNopbYaHa [OMA HIHA Kypuepcka
CIyxba, pasxojuTe IO H3MPAIAHETO ca 3a HETOBA CMeTKAa. B TosW ciywait YYaCTHUKBT
TpsibBa Ja M3MpaTH odeprara Taka, Ue na obGe3neur HEHHOTO IOJIy4aBaHe Ha MMOCOYCHHS OT
Bw3noxurens aapec npeny U3THYaHE HA CPOKa 3a HOJaBAHE HA otpeptute. PUCKET OT 3a0aBa
niy 3ary0Bane Ha odeprara € 3a y4acTHHKA.

7. Ocpepra, mosrydena oT Bp3noxurens ciel IOCOYEHHS CPOK, Ce BPBINA HEOTBOpPEHA
Ha y4aCTHHKA ¥ TOBA CC OTOEII3Ba B PErUCThpa Ha BE3I0XATENS.
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8. OdepTata ce mpescTaBs B 3alevyaTaHa HEPO3padHa OMAKOBKA OT YYACTHHMKA JIAIHO
WK OT YIBJIHOMOIIEH OT HEro HpPEICTaBATENl WM MO IoHaTra ¢ MPENopPhYaHo IHCMO C
o0paTHa pasnucKa WM 4pe3 Kypuepceka ciyx6a. He ce mpuema odepra, KOATO € IpeacTaBesa
B IIPO3pavHa, He3aleuaraga Wik ¢ HapylleHa IIoCT olakoBka. TakaBa odepTa He3a0aBHO ce
BPBILA HA YIACTHHUKA U TOBA c€ OTOENA3Ba B PETHCThpa Ha Bh3moxuTens.

9. Bepxy omakoBKaTa yYaCTHHKET 3anucBa ,,0depra”, I0COUBAT ce HAUMEHOBAHHUETO
Ha MOphYKaTa, HAMMEHOBAHUETO HA YYACTHUKA, aJlpec M JHIe 3a KOPECTIOHICHIMS, TeaedhoH
H 110 BE3MOXKHOCT (akc U eNIeKTpOHEH afipec.

10. Odeprara ce nomasa Ha GBArapcku e3uK. KOraTo y4acTHHKBT € UyXIECTPAHHO
(usHuecKo MM IOPHAMYECKO JIHLE WM OOCIUHEHHE Ha 4yXKACCTPaHHM (GU3MYECKH H/WIH
IOPUIMIECKH una, odepraTa ce NpeAcTaBs Ha OBITapCKH €3WK, a OCTAHAIUTE M3UCKYEMHU
JIOKYMEHTH, KOUTO Ca Ha YyXJ €3MK, Ce IIPEJICTABAT U B IIPEBOJ] Ha OBJIrapCKH €3HK.

11. Korato 3a HSKOH OT H3HCKyeMHUTE JOKyMEHTH € OIPEAE/ICHO, 9€ MOXE Ja ce
IpeNCTaBu Karo “3aBePeHO OT yYacTHHKA KOIMe”, 3a TaKbB JOKYMEHT C€ CUMTA TO3H, IIPH
KOHTO BBPXY KOINMETO Ha JOKYMEHTa C€ ChIbpKa TeKcTa “BspHo ¢ opuruHana”, mocraseH e
COGCTBEHOPBUEH NOAIHNC Ha IPECTABIABAIIMS YIACTHHKA H € ToJIoXeH eyar. [To mpelenka
Ha y4acTHHKA, TAKHBA JOKYMEHTH Morar Ja OBJaT IPEACTABeHU M B OpUTHHAT. B ciiydante, B
KOHUTO YYaCTHHUKBT € OOeJMHEHHE, KOeTO He pasmojara ChC COOCTBEH II€Yar, BBHPXY
JOKYMEHTA MOJKE J1a OBJI€ IIOJIOXKEH TeYaT Ha eIUH OT YYACTHUIUTE B 00EIMHEHHETO.

12. CeappsKaliuTe ce B HACTOSIIATA JOKYMEHTAIMS 00pasiiy Ha TEXHHYECKO U IIEHOBO
IIPENIOKEHHE €a 3aIBJDKUTEIHH 38 YIaCTHHIIUTE.

13. CpoxbT Ha BaIMIHOCT HA O(EPTHUTE, CHITIACHO 00IBATA.

14. Bb3noXHTENAT OCHIypsBa WBJICH JJOCTHI OO0 00dBaTa W [0 HACTOSIIATA
JOKYMEHTAIMA 33 YJacTHE Ha CBOS PO Ha KyIIyBada.

15. Bewuku KOMyHMKAlMH M JefCTBHS Ha BB30XuTeNs M HAa yJacTHHIMTE ca B
nucMed Buia. OOMeHBT Ha MHQOpMaIms MEXIy BB3NOXHTEeNs W y4acTHHKAa MOXE /a ce
H3BBPUIBA IO €IUH OT CICAHUTE HAYNHH:

® JIMYHO — Cpelly HOJIIHC;

® [0 @omara — 4Ype3 IPEMOPHYaHO NMUCMO C OOpaTHa pa3lmUcKa, WM3MpPaTeHo Ha
IIOCOYEHHS OT yYAaCTHUKA aJIpec;
4pe3 Kypuepcka ciryxoa;

e 10 daxc;

® 10 €JICKTPOHEH ITBT IIPU YCIOBUATA H II0 pesia Ha 3aKOHA 3a eIEKTPOHHUS JOKYMEHT M
€IEKTPOHHUS MOMIIHC;

® Ype3 KOMOMHANUS OT TE3H CPEACTBA.

Heobxo0umu 0okymenmu cvovpacaniu ce 8 odhepmama:

3asBieHue 3a yuactue /O6paser Nel/

Onuc na npencraBenute noKymenTr /Obpazer Ne2/

Hexnapanus mo un.54, an.1, 1.1, 1.2 u 1.7 ot 3011 /O6pazen; Ne3/
Hexnapanus mo .54, an.1, 1.3-6 ot 30I1 /O6pazer; Ned/

Texnmuecko npemnoxenne /O6paszern Ne 5/

1lenoBo npemnoxenue /O6pazern Ne 6/

Hexnapanus 3a CHOTBETCTBHE ¢ KpUTEpHHUTE 3a noadop /O6paser; Ne 7/

e o

Odepture ce OpCACTaBAT B 3ancyaTaHa HEIpOo3padyHa OHAKOBKA, BBLPXY KOATO Ce
I10COYBaT.

1. HaumeHOBaHWETO HA yYACTHHKA, BKIIOUHTEIHO Y4aCTHHIUTE B oOeAuHeHHETO (Ko €
IIPHTIOKHIMO).



2. Anpec 3a XOpeCTIOHIEHINS, TenehOH, eJICKTPOHEH afpec U II0 BE3MOXKHOCT — (axc.
3. HaumeHOBaHMETO Ha OPBHUKATA.

Koraro B mppBOHaYaIHO ONpeeeH s CPOK 3a MOoNyYaBane Ha OpEPTH ca MONyYeHH
II0-MaJIKO OT TPH OepTH, BE3NOKUTENAT YIBIDKABA CPOKA 34 IOTyYaBale Ha odepTH ¢ Haif-
Manko TpH JHM. B TO3M ciydail, BB3noxuTenaT mybiuKyBa Hall-KHCHO HA CIIEABAIIMS
paboTeH JeH mHpoOpManys 3a yIbIDKaBaHEe CPOKaA 3a MojydaBaHe Ha odeprr Ha Iloprana 3a
OOLIECTBEHH NOPHYKM IIpH ATEHIMS 3a OOLIECTBEHH MOPBYKM M Ha cBod llpodun Ha
KyIyBaya.

» Odepra, KOATO € HEMbJIHA ¥/ WK HE OTTOBaps HA M3MCKBAHUATA HA BB3JIOKUTEIS He
HOJUIEXKH Ha pasriek/JaHe U OIICHKA.

> KoraTo y4acTHUKBT OIIpe/ieNieH 3a M3IILIHATEN € HeNepCOHHMHITUPAH0 obeqUHEeHHe
Ha (U3HYECKM W/HIM IOpUAMYECKH JMIa BB3JI0OXKUTENAT He INOCTaBi M3WCKBAaHE 3a
perucrpanusi Ha OOEIMHEHHMETO KaTo IOpHAMYecKo imue. Ilpexcraes ce Perucrpanus
CBITIACHO 4IL.3, an.1, 1.6 oT 3akoHa 3a peructbp Byncrar (3PB).

> 3a HeperTaMEeHTHPAHH YCIOBHS M M3HCKBAHM B HACTOSINUTE yKAa3aHMA, ce IIPHIIATAT
pasnopenbure za 30I1 u ITT130I1.

PA3JIEJ IV. PASIJIEXKJAHE HA O®EPTUTE. KPUTEPHI 3A Bb3JIATAHE.
OLIEHKA M KJIACUPAHE HA O®EPTUTE. ONIPEJAEJSTHE HA N3 bJIHUTEL

1. BE3NOXHTENAT Ha3HAYABA CBC 3aIIOBE] KOMHUCHSA, KOATO OTroBaps 3a Pa3rIeK/IaHe,
OICHKa M Kilacupane Ha odeprure. Komucusara ce chCTOM OT HedeTeH Opoii wdieHOBe.
JleficTBIATA Ha KOMHCHATA Ce IIPOTOKOJIMPAT.

2. Odeprute me 6BAAaT OTBOPEHHM OT KOMHCHATA HA apeca Ha BH3IOKHTENS — Ip.
Homopue, yn. Comma Ne 5. OtapsiHero Ha odepTuTe € IMyGIMYHO W HA HErO MOTAT Ja
IPUCBCTBAT YYaCTHUILMTE BHB BB3JIAraHETO MIIM TEXHH YITBITHOMOIIEHH PEICTaBHTENH.

3. Cnex momydyaBane Ha odepTHTE W CIHCHKA C YJYAaCTHHIUTE, WIEHOBETE Ha
KOMHUCHATA 32 NPOBEXKJAHE Ha IpPOLEAypaTa IOAaBaT JEKJIapalliy 3a OOCTOATENCTBA O WiI.
103, an. 2 ot 30I1.

4. Pasrmexpaneto, OLEHABAHETO H KIACHPAaHETO Ha OQEpTHTE Ce H3BHLpIIBA
CBOOPA3HO ONpeNENeHNs OT BE3JIOKUTEN KPUTEPHIL 32 OIIeHKa Ha O(epTHTe.

5. METOJAUKA 3A OIIPEJAEJISAHE HA KOMILUIEKCHA OIIEHKA HA
O®EPTUTE

Knacupanero ma odeprure ce u3BBpmBa IO KpHTEpHil ,,AKOHOMHYECKHM Haii-
H3roaHa oepTa - ONTHMAJIHO CHOTHOMIEHHE KAIeCTBO/ena”.

OQ)epTI/I, KOHTO HE OTroBapsAT Ha U3UCKBaHUATA JOKyMCEHTanusATa, CC OTCTPaHABaT U HE
CC OICHsBAT.

OIIEHKA O®EPTUTE HA YYACTHUIIUTE.

OnensBanero me ce m38bpmBa no kpurepun (K) - , MKOHOMUYECKH Hal-H3TOIHA oepra
- OIITUMAJIHO CHOTHOIIEHHE Ka4eCTRBO/IeHa”

OnpenenﬂHe Ha KpaﬁHaTa OIICHKa M KJIaCHpaHe:

Kpaitnara onerka (K) ce u34ncinspa o cienuara dopmyna:



K=K1+K2+K3 + K4, xs1e10:

KPUTEPUU 3A OILIEHKA

TOYKH

2

K1

IIpennarana meceuyna aboHaMEHTHA TaKca.
Oyenxume ce usuciagam no ciednama gopmyna:
KI1=10*min/ILyu),
Kwoemo:
Lmin e naii-nuckama usmedncoy npednoxceHume om y4acmuuyume yeHu

Llyy e yenama npeonodcena om yuacmHuka, 4uemo npeonodceHue ce
oyensaea

3abenexxka: YyacTHHIUTE ciegBa jga odepupaT IIeHa 3a MecedHa
abOHAMEHTHA TaKCa, KOSTO Ja € [OJIOXUTEIHO YHCIO Pa3IMYHO OT HyJIA.

10 1.

K2

Ilena Ha €IHOKPAaTHA TaKca 32 NHPBOHAYAIHO HHCTATHDAHE H
KOHdUrypupase.

Oyenxume ce usuucnagam no cieonama opmyna:

K2=40*min/Iyu)

Kwvoemo:

Lmin e naii-nucxama uzmesicdy npedioxcenume om yuacmuuyume yeHu

Llyy e yenama npeonosicena om yuacmuuka, Yuemo npeonoNceHue ce
oyeHaga

3abenexka: YuacTHuIMTE cnemBa a odepupar IeHa 3a eHOKpaTHA
Takca 3a NbPBOHAYATHO HHCTAIMPaHe M KOHQHUTYPHpAHE, KOATO A €
TOJIOXKHTENHO YHCIIO PA3INIHO OT HyJIa.

40 .

K3

Ouemca HA NPEeATOKCHHETO 3a H3II'hLJIHEHH e

HpI/I OIIpCALIIAHE Ha OLICHKATa Ce OTYHUTAa CHOTBETCTBHETO HOCEIIO
IOBEYC TOYKH 34 YYACTHUKA:

5 TOYKH IIPH OCHTYPEHO B IPEI0KEHUETO!

v DDoS peueHHeTo Ja HOKpUBA CIEIHATE HM3MCKBAHHA 3a
3aIInTe:

v ICMP attacks such as: ICMP Flood, Smack, Smurf attack
(OBSOLETE);

v HWuteprer Tpaduka He ce IpenocTass npe3 VLAN, a mo apyr

25T,




"aunn: DCHP ninu PPPoE

10 TOUKM IpU OCUTYPEHO B IIPEITIOKEHHETO:

v

DDoS pelIeHreTO Ja IIOKpHBa CIEAHUTE H3HCKBaHHA 34a
3a1IMTEe.

ICMP attacks such as: ICMP Flood, Smack, Smurf attack
(OBSOLETE);

TCP attacks such as: SYN Flood, SYN-ACK Flood, ACK
Flood, FIN Flood, RST Flood, TCP ECE Flood, TCP NULL
Flood, TCP Erroneous Flags Flood, TCP Xmas, Fake Session,
SRC IP Same as DST IP

15 ToYKM mpH OCUTYPEHO B NPEITIOKEHUETO!

v

DDoS pemenvero jga IOKpHBa CIEIHUTE W3HUCKBAHHS 32
3aLUTE:

ICMP attacks such as: ICMP Flood, Smack, Smurf attack
(OBSOLETE);

IGMP attacks such as: IGMP flood;

TCP attacks such as: SYN Flood, SYN-ACK Flood, ACK
Flood, FIN Flood, RST Flood, TCP ECE Flood, TCP NULL
Flood, TCP Erroneous Flags Flood, TCP Xmas, Fake Session,
SRC IP Same as DST IP

DDoS pemenmero ja wmmMa @oBede OT 2 IEHTHpa 3a
IIpeuucTBaHe Ha Tpaduxa

UnTepHeT Tpaduka € CUMETPUYCH U HU3IUI0 MEXAYHAPOIEH.

YyacTHuKa uMa JBa upstreama 1 Hag 30 Gbps u no-manko ot
50 Gbps mokasaH 3aKyneH MexaAyHapoJeH Tpaduk

25 TOYKM IIPH OCHT'YPEHO B IIPEJIOKESHUETO!

v

v

DDoS pemnrenuero ga MOKpHBa MOHE 3AJI0KEHUTE MIHUMAITHA
W3UCKBaHUA 32 3alIUTH B HACTOAMIATa JOKYMEHTAIHSL.

DDoS pemenuero f1a He € 06Bbp3aHO ChC 3aKyIyBaHE Ha
JOITBJIHUTENHO 000pYABaHEe U JUIICH3UH IpU BB3moxuTerns
Munumanen cpok 3a peaxuus npu DDoS aTtaka no 20 muH.
6e3 J1a curHanm3upa Be3noxuTens 3a arakara.

DDoS pemnieHueTo 1a uMa oBeye OT 2 EHTHPa 3a
IIpeYUCTBaHE Ha Tpaduka.

HnTepHeT Tpaduka € CHMETPUYECH H U3IAI0 MEXIYHAPOIeH.




v VuacTHHKka uMa moBede OT 3 upstreama m mag 50 Gbps
JI0Ka3aH 3aKyleH MeXAYHapoIeH Tpaduk

B TtexHmdeckoTo cu NIpeaNIoKeHne, BCEKH YYacTHHK Cieasa Ja
IIp€aoCTaBn I/IH(bOpMaI.II/I}I 3a Ha4YMHAa 3a IPCAOCTAaBAHC Ha BCAKA €AHA OT
HHTCPHET YCIYIUTE, H3II0JI3BaHa MpPCKa, TCXHOJIOTHH H
(I)YHKHI/IOH&HHOCTI/I 3a IIPEHOCTaBAHEC Ha YCIYIH, JOCTaBUHIIM Ha
MCXKAYHapPOICH Tpa(bI/IK, C KOUTO HMa CKIIFOYCHHU JOTOBOPH.

JoubaHATeTHA yeayru u npedepeHnuu

HpI/I OI€HKaTa CC¢ OTYHTa CHOTBCTCTBHCTO HOCCHIO IIOBE€YE TOYKH 3a
YUYaCTHHKA.

- Hpe;:monceHHeTo Ha y49aCTHHK CBEXIOamo c¢ caM0 [0
IIPEOTCTHIIEH HHXXCHEP CC OLICHSBA C 5 ToukH

- IlpemnoxeHuero Ha yYacTHMK CBEXJAll0 C€ CaMO O
IPEOTCTHIICH HHXKEHEP M IIEPCOHAIIHO olpenerneH HoMep Ha Help
K 4 Desk 3a 3asBKa Ha IOBpeIH ce ouensBa ¢ 10 Touku 25 1.

- IlpeanoxkeHueTo Ha YYacTHHK CBEXAAIMO CE IO IPEOTCTHIEH
HHXCEHED, IepcoHanno onpenesncH Homep Ha Help Desk 3a 3asBka
Ha MOBPEAM M B KOETO yYacTHUKA € MPEMTOXKHI JONBIHUTEIHO
JpYTH yCIYF¥ BOACIIM JI0 MOJI3HM 3a BE3IIOXKUTENS ce OIEHsBA C
25 Toukn

Besako oOT mpennmoxeHHsTa INE Ce ONEHM OT TJiegHa TO4YKa Ha
ONTUMHU3ANKATA Ha IIPOLIECUTE U AOIBIHATEIHUTE MOJI3H, 10 KOUTO BOAH
3a Bo3moxurens.

Henure ce mpemnarar B 6parapckd eBa, Ge3 Bxmowen J[JIC, 10 BTOpHS 3HAK Ciej
JleCeTHYHATa 3areras.

Odeprure ce KimacupaT mo CyMapHO IIONYYEHHAT Opoif TOUKH, OT BCHUKH MOKA3aTENH 3a
Kpaiinara onenka (K). Odeprara, nomydnna Haii-ucoka orenka K, ce KJIacHpa Ha IOBPBO
MSACTO.

B cny4ait Ha pasen 6poit TouKu, M3IbIHUTENS HA IOPBIKATA CE ONpPEIeNs Jpes KPeOHii.




