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HPOTOKOJ

32 TOIy4aBaHe, pasliekKJaHe M OLCHKaTa Ha oepruTe MO OOCLIECTBEHa MOPBHYKA upe3
chOupate Ha odepru ¢ 06sBa ¢ mpeamer: , IIpenocrassre Ha yeiyrd 3a gjoctbl 1o Varepner
3a Hy)XIUTe Ha OGIMHCKATA aIMAHUCTPAIMATA”

Ha 16.06.2020 r. ot 14:00 uaca, komucus 3a NpOBEX/IaHe Ha OOLIECTBEHA MOPBHYKA Upe3
cbOupane Ha opepty ¢ 00sBa, C IPEIMeT: »lIpefocTassue Ha ycyru 3a nocrsn 1o MaTeprer
32 HYXIUT€ Ha OOLIMHCKATa aIMMHMCTpalmATa”, ¢ NyOnHMKyBana wuHQOpManus 3a
nybnuKyBaHa B ipoduiia Ha KyIryBada 06sBa 3a 0OIIeCcTBEHA OpBYKA HA CTOHHOCT 1o uii. 20,
ai. 3 or 3011 ¢ Ne 9099142/02.06.2020r. B Arenmus 3a OOIIECTBEHH NOPHYKH U IyOINKyBaHAa
MHGOpPMALMA 3a YIBIDKABAHE HA IHPBOHAYATHHUSA CPOK 3a moiyyaBaHe Ha odepTH ¢
Ne9099800/12.06.2020r. B Arennus 3a OOINEeCTBEHU MOPBHYKY, HA3HAYCHA CHC 3anoBeg Ne
P/I-16-955/16.06.2020r. #a KmeTa Ha O6muna ITomopwue, B cheTan:

Ipeacenaren:
Mupocias IuHoa0B — Ha IIBXKHOCT Hupexrop na dupekups ,,O6mecTBeRH TOPHIKE” B
O6muna ITomopue;

Yaenose:

1. UBaitno JleHeB — Ha IIBKHOCT Crapnm ropuckoHcynr B Hupeknus ,,O61mecTrenn
nopwsuku” B O0muua [Tomopue;

2. Hiepuon Ctam00HeB — Ha IBHXHOCT ML Excnoepr ,,UT” B oTnen »AJMUIHUCTPATHBHO-
HH(OPMALHOHHO 06CITyKBane”, Hupexnus ,,[THAAO” npu O6umua ITomopue,

ce ceOpa B 3ama Ne 2 Ha AnmunucTpaTHBHATa crpafa Ha OOiMHA Iomopue,
Haxonsma ce Ha anpec yi. Conna NeS, 3a 1a 0TBOpH, pasriiea, ONeHH 1 KJ1acupa noJaicHuTe
otepTH 32 M360p Ha H3MBIHATEN HA HOCOYCHATA Ho-rope o0IecTBeHa IOPHYKA.

Ilpencenarendat Ha koMucHsTa TIPOBEPH CHCTABA HA MPUCHCTBAIIMTE M CIIE] KaTo
YCTAaHOBH, Y€ IIPUCHCTBAT BCAYKH PENOBHH WIEHOBE HA KOMICHATA, OTKpH 3aCE€IaHUETO.

Ha sacenammero ma xommcusta me [IPUCHCTBAXa IPEACTABUTENH Ha YYACTHHIHTE
nofam odeprH.

Hpencenarenst na xomucnsra o6s8u, ue ca My € npenazienu 2 (nBa) Gposi OIaKOBKH,

TOCTBIMIA B NeNOBOACTBOTO Ha O6mmua ITomopue, Bbpxy kouTo ca OTpa3eHH: BXOAALIUA



HOMEp, JaTtaTta U 4YacbT Ha BHACAHE HA Od)CpTI/ITe B ACJIOBOACTBOTO Ha O61um{a HOMOpI/Ie KaTto 3a
IIpejaBaHeTO € CBhCTaBeH IpoTokos. llpeacemarensr Ha KOMHCHATA H34YETe€ BXOISIIUS
PEruCTHp, CIeX KOSTO TOM M BCHYKHM WICHOBE Ha KOMHCHATA IOMBIHUXA JEKIApalldu,
CBINIACHO W3MCKBaHMATA Ha w1 97, an. 2 BBB BpB3ka ¢ Wi 51, an. 8 or IlpaBunHukx 3a
npunarage Ha 3akoHa 3a obmectBenure mnopsukd (IIII30I1) 3a gexmapupade Ha
obcrogrencTsata o 9. 103, ain. 2 ot 3akona 3a obmecTseruTe nopbuku (30IT).

Komucusra, cnen kato ce ybenu, de npeyioKeHusTa ca IOCTHIHIM B cpok 17:00 gaca
Ha 15.06.2020 r., ceobpasno m3uckBanusta Ha 3011, IIII30I1 u KoKyMeHTAIIHATA 33 yUaCTHe,
B 3alle4aTaHa HENpo3payHa OMAaKOBKa, C HEHapylIeHa LSUIOCT, NPHCTBHIH KbM TAXHOTO
OTBapAHE, IIPU KOETO C€ KOHCTATHPA, Y€ B ONTAKOBKUTE CE ChbPXKa IIPSUIOKCHHATA Ha:

-Odepra ¢ nonmaren ,,Herepa” EOO/L, momanena va 12.06.2020 r. B 11:30 yaca, mox Ne 1;

-Odepra c momaten ,,Bhiarapexa reaexomynukanuonna xomnanus” EAJL, nonanena na
12.06.2020 r. B 14:05 gaca, nmox Ne 2;

Komucusira, B n3nbiHerue Ha wi. 97, an. 3 ot [II13011, otBopr nmoaaneHuTe odepTH MO pena
Ha TAXHOTO MOCTHIIBAHE M OIIOBECTH IIECHOBOTO NPEIOKCHUE Ha YUYACTHHUKA, KAKTO CIIEIBA;

1. Vuacthux ,,Herepa” EOOJI, npemrara:

IIpeaimarana meceuna aGoHAMEHTHA TaKca. 600,00 ns. 6e3

AAC

IIeHa Ha ezmoncpaTHa TAaKca 3a OLPBOHAYAHO anTaJmpaHe H
KoH(urypupane. 0,00 1B. 6e3 JIJIC

2. YyacTHuK ,,BBarapcKa TeeKoMyHUKaonHa kKomnanus” EAJ], peanara:

IIpensarana Meceuna aGoHaMeHTHA TaKcea. 629,99 n1B. 6e3

JIC

Ilena Ha eqHOKPATHA TaKca 32 MbPBOHAYAIHO HHCTATHPAHE H
KoHuUrypupaHe. 0,01 nB. 6e3 JJJIC

Cnen TE3U ACCTBUSI OpeaAceaaTeiIi Ha KOMUCHUATA 3aKpH HY6JII/I‘{HOTO 3accianuc.

Komucusra, B HENpoMeHEH ChCTaB, MPONBIDKM CBOATA paGoTa B 3aKPUTH 3aceIaHus
nposesiend Ha 23.06.2020r. u 15.07.2020r.
Komucuara nmpemMuHa KsM pasriiexiane Ha NOjadeHHTe O(GEPTH IO CHIIECTBO, KATO

H3BBPIIM IIPOBEPKA 3a CHOTBETCTBUE ¢ U3NCKBAHMATA KBbM JIHYHOTO ChCTOSHHE U KPHUTCPHUTE
3a HO,I[60p, ITOCTaBCHHU OT BB3IOXKUTEIIA. Pe?)yJ'ITaTI/ITC OT IIPOBEPKaTa Cca CICAHUTE:

1. Y4actauk ,,Herepa” EOOJ



Komucusara pasrnena mpejctaBeHHTe OT ydyacTHHKA ,,Herepa” EOOJl moxymenTH,
Karo yCTaHOBH, Y€ IO OTHOIICHHE Ha CHINUS HE € HAJHIEe JHIICd, HEIBIHOTA MM
HECBOTBCTCTBHE B IIPEJOCTaBEHaTa HHGOpPMAaIMs M IOKYMEHTH, KATO OT CBIIMTE Ce
KOHCTaTUpa CHOTBETCTBHE C HM3MCKBAHHATA KBM JIMYHOTO CHCTOSHHME ¥ KPHUTEPHHTE 3a
noa00p, TOCTaBeHH OT Bh3mokurens.

B pesynrar Ha rOpHOTO KOMHCHSTA CYHTA, Y€ € HAIUIE CHOTBETCTBUE HA YJACTHHKA
»Herepa” EOO, ¢ m3nuckpaHuaTa KbM JHYHOTO CHCTOSHHE M KPUTEPHHTE 3a MOAGOD,
OOSIBEHH OT BB3JI0XKHTEIII ¥ IO JOIYCKa J0 CIEBANINAS €Tall OT pasIiekAane Ha odepTHTe.

2. VuacrHuk ,,Bbparapckxa resexomynnxanuonna xommanusa” EAJL

KomMucusra pasriiena IIpEeICTABEHUTE oT y4aCTHHKA ,.DBITapcKa
TCJICKOMYHUKAMOHHA KommnaHus™ EAJ[ mokyMeHTH, KaTo yCTaHOBH, Y€ IO OTHOIIEHHE HA
CHINHUA HE € HAJMIE JINICA, HEMIbJIHOTA UM HECBOTBETCTBUE B IIPEOCTABEHATA HHPOPMAIIHSI
U JTOKYMEHTH, KaTO OT CHLIUTE C€ KOHCTATHpa CHOTBETCTBHE C M3UCKBAHUITA KBM JIMYHOTO
CBCTOSHHE M KPUTEPHUTE 3a ITOA00P, HOCTAaBEHH OT Bh3moxurens.

B pesynTar Ha rOpHOTO KOMHCHSTA CUHTA, Y€ € HAIHUIE CHOTBETCTBHE HA YYAaCTHHKA
»DBrapcka TeleKOMyHMKaluoHHa Kommamus” FEAJl ¢ H3MCKBaHHATA KBM JIHYHOTO
CBCTOSHUC U KPUTEPUHUTE 3a MOAOOD, OOSBEHH OT BB3IONKUTENS U IO JOIYCKa 10 CICABAIIHSA
€Tall OT pasIiexaaHe Ha odepTure.

Komucusara HPpUCTBOA KBM DPasTVICKIAHE Ha TEXHUYCCKMTIC IIPCUIOKCHHE Ha
AOIyCHATUTE N0 TO3HU €Tall YIaCTHHITH.

Pa3sraexnane Ha TeXHHYECKOTO HpeaJioKeHHe Ha YuacTank ,,Herepa” EOO/I.

Y4YacTHUKBT € HPelCTaBUI TEXHHYECKO TPEIOKEHHE 10 00pasel Ha BH3JIOKATEINS
(IIpunoxenue Ne5 0T JOKyMEHTaIMATa Ha OOIIECTBEHATA MOPHUKA). YIaCTHAKA npennara a
H3IBJIHA NOPBYKaTa Karo ocurypu yciayra ,,Global IP Transit”, yciayra ,,Secure Cloud —
Always ON” VyacTHHKa IIte OCUTYPY CIIEHHATE JOIBIHATENHH YCIYTH:

-epconanyo onpeneneH Homep KbM NOC@Netera 3a mosjaBane Ha 3a4BKH 33 IPOOIIEMH;
-IPEOTCTBIICH HHXXEHED 3a PUeMaHe 1 JeQHHUPaHe Ha 3asBKH 3a IIPOOIEMH;
-IOITBJIHUTEITHA yCiayra 3a 3amura oT DDos ,,Firewall protektion”.

Y4acTHHKA B TEXHHYECKOTO CH IPE/UIOKEHHE € IMOCOYMIL, Ye PA3Ioara ¢ IIOMOIIHO
6iopo ,Help Desk” m exun or KBaimduIMpaHu CHENMHATHCTH B pexuM 24x7x365/6.
3asBABAHETO HA TPOGNEM € CHIFTCTBAHO 32IBLIDKHTENHO C PETMCTPHUpaHeTo Ha ,,Trouble
Ticket” B cucremara Ha Herepa EOO]l OT mexypeH CIELHAIHCT W B HETO ce 3aIMCBAT
XPOHOJIOTHYHO BCHYKH CBOMTHS NpPEANPUETH IO paboTara M OTCTPAHABAHETO MY CBC
ChOTBCTHATA JaTa W YaC Ha MPEAIPUETOTO NeWCTBHE. YYACTHHKBT € IOCOYMNI, |e
BB3TaHOBABAHETO Ha HOPMaNHaTa pabOTOCIIOCOOHOCT Ha yCIIyrara Iie e W3BLPUIA B CPOK IO
4 Jaca. YYacTHHKa € TIOCOYMIT B IPEIOKEHHETO CH, Ue TIPUTEKABA IEHTHD 3a yIPABICHNE 1
KOHTPOJI Ha MPEXaTa, KaKTo M IIi¢ IPEJOCTaBH JOCTHII JI0 CHCTeMa 3a OHJIaiiH MOHUTOpPHHT. B
IPE/UIOKEHHETO € MOCOYEHO OIE H3MOI3BAaHETO OT YYAaCTHHKA HA CHCTEMEH JUIIECH3HPAH
copryep. IlocoueHo € HaMYMETO Ha ONTHYHA Mpeka Ha YJACTHHKA. YJYACTHHKA € TIOCOTIL,
¢ IapaMeTPUTE Ha IPENOCTABIHETO HA yCITyraTa ca rapaHTHPAHA ¥ CHMETPHYHH.

YuacTHHKa TpeocTaBs Mpexa /29 3a cpoka Ha JOroBopa. YYacTHHKA IIe OCHTypH

IPOTEKTHPAH uHTEepHET OT DDoS araxu.



B TeXHHYECKOTO IPEIUIOKEHHE € II0COYEHO, Y€ YIaCTHUKA € 3aM03HAT ¢ BCHYKH TEXHHYECKH
M3NCKBaHWs Ha BB3noxurens u pasnonara ¢ TEXHONOruATa, HHPPacTPyKTypaTa U oOydeHH
CHCIHATACTH, 32 Ja IPEAOCTaBH TapaHTHPaHU YCIOBHS U pabOTOCIHOCOOHOCT Ha 3asBEHHMTE
ycryru. IlocoueHo e pasmomarase chc COOCTBEHH TOUKH Ha TpUCHCTBHE (PoP), KoHTO
OCHUTYpSIBAT pabOTOCIIOCOBGHOCTTa Ha 00OPYBaHETO i U ca reorpad)CKy pasmoioKeHH, TaKa
Ue 11a 00CIyKBaT BCUYIKU PETHOHN Ha HAI[HOHAIHO HUBO.

B TeXxHMYECKOTO IpeIOKEeHNE YIACTHUKA € IIOCOYMII OILE, Ye CE 3aIbIKABa;

-Jla ocurypm cumMeTpmdHOCT, HempexbcHarocT U 100% IpoIyckaTenHa CHOCOOHOCT Ha
ycuyrara;

-/la mpenocTasu ycnyrara cbe 3ary6a Ha maketu (Packet loss) mo-manka ot 0.1 %;

-Jla rapanTnpa Jitter He mo-romnaM ot 50ms;

-Jla rapasTHpa HATMYHOCT Ha ycayrure 99.5% cpeTHOMECEUHO;

-/la npenocrapu HECTPyMEHT (MHTepdeiic) 3a HabMOMEHHe CHCTOSHHETO Ha YCIYraTa, KOHTO
II03BOJIIBa MOHUTOPHHT Ha IT'PAaHUYHHTE MHTEPPEcH, Ka4eCTBOTO M KANAI[UTETa HA TOYKUTE
3a JOCTBII;

-Jla IpeAocTaBs yciayrata B pexuMm 24x7x365/6, ¢ rapaHTHpaHa HAIHYHOCT ¥ KadeCTBO
CHPSMO H30POEHHUTE B IOTOBOPA TEXHHIECKH IIAPAMETPY M TEXHUTE JOMYCTHMHE IPAHHIIHL.
YuacTHuka € mOCcouMi, de Mpaxara My uMa 4 coOCTBEHHM HEYTpaTHH LIGHTHPA 3a NAHHH,

kakTo u 117 Gbps 3axyner Tpadux, xaro nocouna 11 6pos qocTaBuwImL.

YyacTHHKa € ocodm, 9e IiathopMuTe 3a IpeaocTaBsHe Ha 3ammTa or DDoS araku
OCHUTYPaBAT 3alllUTa OT CICTHUTE BHJIOBE aTaKH:

¢ IP non-existing protocol attack such as Flood with IP packets with reserved
values in protocol field;

* ICMP attacks such as: ICMP Flood, Smack, Smurf attack;

* IGMP attacks such as: IGMP flood;

® TCP attacks such as: SYN Flood, SYN-ACK Flood, ACK Flood, FIN
Flood, RST Flood, TCP ECE Flood, TCP NULL Flood, TCP Erroneous
Flags Flood, TCP Xmas, Fake Session, SRC IP Same as DST IP;

® UDP attacks such as: General Random UDP Floods, Fraggle, DNS
query, DNS Amplification (+DNSSEC), NTP Amplification, SNMPv2,
NetBIOS, SDP, CharGEN, QOTD, BitTorrent, Kad, Quake Network
Protocol, Steam Protocol;

* HTTP attacks such as: Slowloris (Apache / IIS Attack), R-U-Dead-Yet
(RUDY), HTTP Object Request Flood; Brobot HTTP, Brobot HTTPS

* Empty connection flood

e UGR flood

e [P fragment flood

Komucusita, ciiex KaTo pasriena TeXHHYECKOTO NPEJJIOKEHHETO HA YYACTHUKA U
YCTaHOBH, Y€ CHINOTO CHOTBETCTBA HA HM3HCKBAHHATA, IOCTABEHH OT BH3JIOKHTEISN H
00e3MevYaBa KauYeCTBEHOTO H3IIbJIHECHHE HA NOPBYKaTa, J0MYyCKa yJacTHHKA ,,Herepa”
EOO/I no onenka Ha TeXHMIECKOTO NpeAJIoKeHue.,



Pasriaexaane Ha TeXHHYECKOTO NpeNIOkKeHHe HA YYacTHHK ,Bharapcka
TEJeKOMYHHKALHOHHA Komnanun” EAJL

Y4YacTHUKBT € TPEeJCTABHI TEXHHYECKO MPEJIOKEHHE 0 00paser Ha BB3JIOKUTENs
(ITpunoxxerne NeS oT mOKyMeHTanuATa Ha OOIIECTBEHATA nopruka). B TexHHueckoTo
OPCIUIOKECHUE, YYACTHUKBT € IPEINCTaBHI H3JI0KCHHE, BKJIIOYBAMIO IPENCTABIHE HAa
»DBIIrapcka TelekoMyHHKAIMOHHa kommarus” EAJ], mHQpacTpYKTypaTa M TOIOJIOTHATA Ha
cobCcTBeHaTa My MpeXa. YUaCTHHKBT € YAOCTOBEHI, Y€ pasloliara ¢ BB3MOXKHOCT 3a
OCBIICCTBABAHE HAa TEXHUYCCKA IOMAPBKKA IO cxemara 24x7x365 — ,Help Desk”, ¢
paborema ,,Trouble Ticket” cucrema 3a o6cnyxBane Ha KIMEHTHTE H C SCHA CXeMa 3a
peaKknus U CBOEBPEMCHHO OTCTpaHsABaHE Ha BB3HUKHaIM npobremu. Ilocoueno e, ue
YJacTHHKa pasmoiara ¢ 00y4eH TeXHHYECKH H aIMHHUCTPATHUBEH IIEPCOHAN 38 KOHTAKTH, IPH
BB3HUKBaHE Hd HEOOXOMMMOCT H e BPEMETO 3a peaKi(isl TPH 3asBABAHE Ha IOBpea HAMA Ja
HaJBUIIaBa 4 4Yaca, KaTo € TapaHTHPAaHO M MakCHMAaIHO BpeMe 3a OTCTpaHsABaHE Ha
TEXHUYECKH IpobiieMu B Mpexara 1o 12 waca. IlocoueHo e, ue yyacTHHKA HpHTEKaBa U
yrpasissa Hanmonanen HeHTEp 3a ynpaBiieHHE ¥ KOHTPOI Ha MPEXaTa, KaKTo H CHCTEMA 3a
MOHHTOPHHI (HaGJIONCHHE HA MpeXaTa B peajHO BpeMme), GasHpaHH Ha XapAyepHH H
codTyepur mIaThopMu. YYaCTHHKBT H3ION3BA B TEXHOJIOTHYHUTE CH BB3IM B CTpaHaTa
armaparypa M CHCTEMEH JIMICH3UpaH cOPTyep caMoO OT BOJCLIM CBETOBHH IPOU3BOLUTENH B
TasH 00JIACT. YYaCTHMKBT Hpefylara M3Isuio HaseMHa HudpoBa CBHP3AHOCT ¢ rapaHTHpPAHA
ckopoct. [TocoueHo e, e Ipu HEOOXOTUMOCT 1ie Ce OCUTYPH BB3MOXKHOCT 32 YBeJHYaBaHe Ha
CKOPOCTHTE Ha (DM3MYECKHTE JMHAM B KPaThK TEXHOJOTMYEH CpoK. 3a aapec rp. ITomopue,
yi. Conua 5, O6muna [TomMopre e mocodeno, de Iue ce MpeaocTaBy Mpexa /29 ot peannu [P
afipecH. YyacTHuka e ocurypu IIporextupan nrteprer ot DDoS ataku u cKopocTH cropen
Tabnmma 1 ot Texuuueckara cnerupuKanys.

IIpoTekTHpaHUAT HHTEPHET UMA HANW-MAJIKO CIICIHUTE 3aIlATH:

¢ [P non-existing protocol attack such as Flood with IP packets with reserved
values in protocol field;

* ICMP attacks such as: ICMP Flood, Smack, Smurf attack (OBSOLETE);

* IGMP attacks such as: IGMP flood;

® TCP attacks such as: SYN Flood, SYN-ACK Flood, ACK Flood, FIN
Flood, RST Flood, TCP ECE Flood, TCP NULL Flood, TCP Erroneous
Flags Flood, TCP Xmas, Fake Session, SRC IP Same as DST IP;

e UDP attacks such as: General Random UDP Floods, Fraggle, DNS
query, DNS Amplification (+DNSSEC), NTP Amplification, SNMPv2,
NetBIOS, SDP, CharGEN, QOTD, BitTorrent, Kad, Quake Network
Protocol, Steam Protocol;

e HTTP attacks such as: Slowloris (Apache / IIS Attack), R-U-Dead-Yet

(RUDY), HTTP Object Request Flood;

B TexHHYEeCKOTO IpEUIOKEHHE € MOCOYEHO, HYe YYACTHHKA olepupa C JeBeT
HE3CBUCUMH MEXIYHAPOJHH upstream-a W U3MOJ3Ba B MOMEHTA MEXIyHapoaHa HHTEPHET
CBBP3aHOCT ¢ 06 xamanureT 125 Gbps. [IpencTtaBeno e pemenue 3a IIPOTEKTHPAH HHTEPHET
DDoS. VYnocroBepeno e, ue yyacTHHKa e H3IBJIHA TEXHUYECKATE H3MCKBAHUS KBM
uHTepdeiicuTe, CHIIIACHO TeXHUYECKATa cnenudukanus. IIpencrasenn e, ye YYaCTHHKBT
pasiionara ¢ KamaluTeT Ha OPEHOC MEKAy oTaeaHure PoP (Toukm Ha MPUCHCTBHE), KOKTO



TapaHTHPAT MCKaHUTE CKOPOCTH, OTrOBAapAT Ha KPUTEPHHTE 3a Ka4eCTBOTO HA yCIyrara Jo
CHOTBETHUTE TOYKH M IPEIOCTABAT BE3MOKHOCT 32 YBEINYABAHETO MYy IIPH [IOUCKBAHE.
['apanTrpana € BUCOKa HafIeXTHOCT HAa MpeXara i € II0COYEHO, Y€ YYACTHHKA MOIIbpKa
CJICTHATE MEHUMAJIHH OCHOBHU NTAPaMETPH
e edexruBHOCT (,,uptime”) > 85,00%;
e 3aryOu Ha maketn < 1%;
® TpaH3UTHU 3aKkbCHeHUT < 200 ms

Y4acTHUKET e OCHI'ypH CTaHOapTHA TEXHUYCCKA HOAAPBAKKA 3a LEIns CpPOK Ha JIoroBopa.

DDoS pemeHHeT0 TOKpHBAa 3al0XKEHHUTE MHMHEMATHH H3UCKBAHUS 33 3alATH B

AOKYMEHTalHATa 110 HaCTOsIIaTa NOphYKa. YYacTHHKA IPEJOCTaBs CPOK 3a PEakius IpH

DDoS araka no 20 MuH. 6e3 na curHanusupa Bu3noxurens.

B TexHI4eCKOTO MpeaioxkeHre e mocodeHo, ye DDoS pemennero uma Hajx 15 meHTHpa 32

IPeYnCTBaHe Ha TpadHKa, KaTo MHTEPHET Tpaduka ¢ CHMETPHYEH M H3LI0 MEXTYHAPOIEH.
YuacTHHKa OCHTypsBa [iBaMa NEPCOHATHHA MPEKOBH HHXKEHEPH W MEPCOHANEH HOMEp

Help Desk 3a 3asBka Ha noBpenu.

Komucusita, cjien KaTo pasriieia TEXHHYECKOTO MPEII0KEHHETO HA YIACTHHKA M
YCTaHOBH, Y€ CBHIOTO CHOTBETCTBA HA M3HCKBAHHATA, MOCTABEHH OT Bb3JIOKHTEIS M
o0e3meyaBa KaYeCTBEHOTO H3UbJHEHHE HA NOPHYKATA, AONYCKa YYaCTHHKA
»bbirapeka TexekoMyHHKanuoHHa Komnanms” EAJl 10 omeHKa Ha TeXHHYECKOTO
npeaIoKeHue.

Komucusra npeMHHa KbM OICHKA Ha TEXHHYCCKOTO IIPCIIOKECHUE Ha JAOIIYCHATHUTE
yYUaCTHHIIY, B CbOTBCTCTBHE C oz[o6peHaTa OT BB3JIOKHTECIA METOMHUKA 3a OIICHKA, ChIJIACHO
KOATO:

METOJIUKA 3A OIPEJAE/SIHE HA KOMILUIEKCHA OIIEHKA HA
ODEPTUTE

Knacupanero BHa odepTHTe Cce U3BHpUIBA 110 KPHUTEPHHl ,, HKOHOMHYECKH Haii-
H3rogHa odepTa - ONTHMANHO CHOTHOIICHHE KAYeCTBO/eHa”.

O(bepTI/I, KOHWTO HC OTIOBapAT HA H3UCKBAHUATA JOKYMEHTAIIUATA, CE OTCTpaHABaT U HC
CC OHCH4BAT.

OHOEHKA O®EPTUTE HA YYACTHUIIUMTE.

OuensiBanero me ce u3BbpmBa no kpurepnn (K) - . MKOHOMIUECKH Hal-H3roMHA odepra
~ OIITUMATTHO CHOTHOUICHHE Ka4eCTBO/IIeHa”

OnpeﬂemHe Ha KpaﬁHaTa OILICHKA U KJIaCHpaHe:

Kpaiinara onenka (K) ce usuucnssa no ciemnara dopmya:
K=K1+K2+ K3+ K4, xprero:

Ne KPUTEPHUHA 3A OIIEHKA TOYKU
1 2 3
ITpennarana meceuna aGonaMeHTHA TaKca. 10 1.

K1 Oyenxume ce usuucnseam no crednama popmyna:
KI1=10*min/Lyu),




Kwvoemo:

LJmin e nau-nuckama usmescoy npedrodicenume om y4acmHuyume yeHu
Iy e yenama npeonodicena om yuacmuuka, wuemo npeoONoACeHUE ce
oyensasa

3abenexka: VYyacTHHIMTE cnensa na odepupaT IeHa 3a MeCEuHa
abOHaMEHTHA TaKca, KOATO Ja € MOJIOKUTEIHO HCIIO Pa3IiM4HoO OT HyJa.

HeHa Ha C¢JHOKpaTHa TaKca 32 HObPBOHAYAIHO HHCTAJHpPAHE H

KOHQHUrypHpaHe,.
Oyenkume ce usyuCIA6amM No CredHama Gopmyna:

K2=40*(min/L]yu)
Kvoemo:

K2 | min e naii-nuckama uzmesicoy npednosicenume om ywacmuuyume yeuu 40 7.
Lyu e yenama npeonoscena om yyacmuukxa, 4uemo npedLoNCeHUue ce
oyeHasa
3abenexka: YyacTHHIHTE CleABa Ja odepupar IeHa 3a €JHOKpaTHa
Takca 3a MbPBOHAYAIHO HHCTAJMpaHe U KOHPHUTypHpaHe, KOATO [a €
IIOJIOXKHTENIHO YHCIIO PA3JIMYHO OT HYyJIa.

OneHka HA HPeNI0KEHUETO 32 H3NbJIHECHHE
Ilpu onpenensdHe Ha OIEHKATa C€ OTUYNTA CHOTBETCTBHETO HOCEIIO
II0BEYE TOYKHU 33 YIACTHHUKA!
5 TOYKH IIPH OCHTYPEHO B MPELI0KEHUETO:
v' DDoS penienuero 1a IHOKpHBA CICAHHTE W3UCKBAHHS 32
3aIuTe:
v' ICMP attacks such as: ICMP Flood, Smack, Smurf attack
(OBSOLETE);
v' Hurepuer tpaduka He ce npemoctass npe3s VLAN, a mo JpyT
HaynH: DCHP wa PPPoE
10 ToukH OpH OCHI'YPEHO B IPEIOKEHHETO:
v DDoS peuenneTo na NOKpHBa CIEIHATC W3UCKBAHUA 32
K3 v oD . 251,
attacks such as: ICMP Flood, Smack, Smurf attack
(OBSOLETE);

v TCP attacks such as: SYN Flood, SYN-ACK Flood, ACK
Flood, FIN Flood, RST Flood, TCP ECE Flood, TCP NULL
Flood, TCP Erroneous Flags Flood, TCP Xmas, Fake Session,
SRC IP Same as DST IP

15 TOYKM IIpH OCHTYPEHO B HPELIOKEHUETO:
v' DDoS pemennero na NIOKpYBa CIICHHUTE H3UCKBAHUA 3a

3aluTe:

v ICMP attacks such as: ICMP Flood, Smack, Smurf attack
(OBSOLETE);

v" IGMP attacks such as: IGMP flood;

v" TCP attacks such as: SYN Flood, SYN-ACK Flood, ACK
Flood, FIN Flood, RST Flood, TCP ECE Flood, TCP NULL




Flood, TCP Erroneous Flags Flood, TCP Xmas, Fake Session,
SRC IP Same as DST IP

v' DDoS peweHneTro ga HMa [OBede OT 2 IEHTHbpa 3a
IIpeYHCTBaHe Ha Tpaduka

v' HHTepHeT TpaduKa € CUMETPUYEH U H3LAI0 MEXKTYHAPOICH.

v VuacTHuka uMa apa upstreama u Hax 30 Gbps u mo-Manko ot
50 Gbps nokazaH 3aKyleH MEKAYHAPOAEH Tpaduk

25 TOYKY NIPU OCUTYPEHO B MPEIIOKECHUAETO:

v" DDoS penieHseTo /1a HOKpHBa MIOHE 32I0KEHUTE MEHAMATHH
M3UCKBaHUA 32 3all[UTH B HACTOAIATA JOKYMEHTAIIHS.

v" DDoS pemmenueTo aa He € 06BBP3aHO ChC 3aKyIyBaHe Ha
JOIBIHUTENHO 000pYABaHE U JHLEH3NH IIpH Bb3noxures

v MuHuMaseH cpok 3a peakuus npu DDoS araxa 1o 20 MHH.
6e3 ma curHanmuzupa Beanoxurens 3a arakara.

v DDoS peleHreTo a UMa II0BeYE OT 2 LEHTHPa 32
IIPEYUCTBaHE Ha TpaduKa.

v' UnrepHer Tpaduka € CHMETPUUEH U H3LAIO MEXIyHAPO/ICH.

v' YuactHuka mma moBeue OT 3 upstreama u Hax S50 Gbps

JIOKa3aH 3aKyIeH MEXIyHapoaeH Tpaduk

B TexmmyeckoTo cH IIPCIUIOKCHHUC, BCCKHM VYYaCTHHK CJICIBa [a
OpeaocTaBy I/IH(i)OpMaIII/ISI 34 HaYHHAa 3a OPCAOCTaBAHC Ha BCiIKA €aHA OT
HHTCPHET yciayrurte, H3MO0JI3BaHa MpECXKa, TCXHOJIOTMH H
Q)YHKI.II/IOHEUIHOCTI/I 3a TIpCOOCTaBAHC Ha YCIYIrd, JOCTaBYHMIM Ha
MCXKIYHAPOJCH Tpa(i)I/IK, C KOUTO Ma CKIIIOYCHU JOIOBOPH.

JombIHUTEIHE yCJIyra 1 npedepeHuu
IIpn omeHkaTta ce OTYMTAa CHOTBETCTBUETO HOCEIO IIOBEYE TOYUKH 34
YHaCTHHKA:

- IlpennoxeHnweTo Ha yYacTHHK CBEXAAI0 CE€ C€aAMO  JIO

IPEOTCTHIIEH HH)XXEHED CE OICHSABA € 5 TOUKH
- llpejutoxxeHHeTo Ha YYaCTHMK CBEXIAI0O CE€ CcaMo IO
IPCOTCTHIIEH MHXKECHED K IEPCOHANHO omperesieH Homep Ha Help
Desk 3a 3asBKka Ha oBpeu ce oneHsBa ¢ 10 Touku
K4 - IlpemnoxeHuero Ha y4YacTHHK CBEXIAINO Ce JO IPEOTCThIIEH | 29 T.
HHXXEHED, IEPCOHAIHO onpezeiieH Homep Ha Help Desk 3a 3asska
Ha MOBPCAM U B KOETO YYaCTHHUKA € MPEAJIOKKI JOITBIHHTEIHO
JIPYTH YCIyTH BOJEIIM [0 IOJ3H 3a BB3NIOXKHTENS ce OLEHABa ¢
25 touku

Besko or mpemmoxeHusTa IMEe ce OLEHW OT DIICAHA TOYKA HAa
ONTUMU3ANKATA Ha IIPOLECUTE U JONBIHUTEIHUTE TOJI3H, 10 KOUTO BOIU
3a Be3nmoxures.

Uenure ce npeanarar B Gwarapcku nesa, 6e3 Bkmoden JIJIC, o BTOpHS 3HAK Clex
JIeCeTUYHATA 3a1eTad.




OdepruTe ce KIacupar mo CymMapHO IOJNYYeHHAT Opod TOYKHM, OT BCHUKH IOKAa3aTeNH 3a
Kpaitnara onenka (K). Odeprara, momyumia Haii-Bucoka ouenka K, ce xmacupa Ha IIbpBO
MSCTO.

B ciyuail na paren Gpoii Touxu, MsnbnHuTens Ha IOpPBUKATA ce OmpeeNs dpes KpeOui.

Onenka Ha TEXHHYECKO IIPE/IOKEHNE Ha YYaCTHHK ,,Herepa” EQOO/I.

IIo oxazaren K3:

KoMucuaTa Docrass onenka mo noxazarea K3 - 25 Touxmn.

DDoS pemeHnero TOKpHMBa 3aJI0XKEHHATE MHHMMAIHHA WK3UCKBAHHS 33 3allUTH B
JOKyMEHTaIiATa 10  Hacrodmara mopbuka. DDoS pemenmero He ¢ 0GBBpP3aHO ChC
3aKymyBaHe Ha IOIIBJIHUTENHO 00OpyIZBaHE ¥ JIMICH3MH TpH BB3MOXKUTEIs. YYacTHHKA
npenocraBs Cpok 3a peakuus npu DDoS araka ot 2 g0 5 MuH. YYacTHHKA € ITOCOYHII, Ue
Mpakata My uMa 4 coOCTBEHHM HEyTpalHM IEHTHpa 3a JaHHH, KakTo u 117 Gbps 3akymen
Tpauk, Karo mocousa 11 Gpost mocTaBumiy. VYacTHHKA € TOCOYWNI, 4 TapaMeTpuTe Ha
NPEIOCTAaBIHETO Ha yCJyrara ca rapaHTHpaHd M CHMETPHYHM. YIpaBIsIBaHATA MpeXa OT
YYaCTHHKA € MEeXIYHAPOIHA.

ITo moka3aren K4:

KovucusaTa nmocraBs onenka no moxasatea K4 - 25 roukn.

YuyacTHHKa Hpejyara 1a M3MbIHM [OpPBYKATa Karo OCHTypu yciyra ,,Global IP Transit”,
ycayra ,,Secure Cloud — Always ON” VuacTHMKa LI€ OCHTYPH CIIEJHHTE NOITBIHHTEIHH
YCIIyTH:

-IIEPCOHANHO onpeneneH HoMep KbM NOC(@Netera 3a moapase Ha 3asBKH 34 IPOOIEMHU;
-IIPEOTCTHIICH HHXKEHEP 3a NpHeMaHe U JeuHupaHe Ha 3asIBKH 3a MPpobiieMu;

-JIONBJIHUTEITHA yCITyTa 3a 3amuTa oT DDos ,,Firewall protection”.

YuacTHHKa B TEXHHYECKOTO CH IPEIOKEHHE € MOCOUMII, Y€ Pa3IoNara ¢ MOMOIIHO
6opo ,Help Desk” m exun or xBanupuumupadu CHenuanucTH B pexuM 24x7x365/6.
3asBsBaHETO Ha IIPOOJTEM € CHIBTCTBAHO 3aIB/DKHATENHO C PErHCTpHpaHeTo Ha ,,Trouble
Ticket” B cucremara ma Herepa EOOJ] oT mexypeH CIENHAECT M B HETO CE 3alHCBAT
XPOHOJIOTHYHO BCHYKA CHOMTHA MHpENNpHeTH 1O paboTara W OTCTPaHABAHETO MY CBC
CHOTBETHATA JIaTa U 9ac Ha IPEANPHETOTO ACHCTBHE.

OneHka Ha TEXHHYECKO NPEIOKEHHE Ha YYaCTHUK ,,BBJIrapcka TejleKOMYyHHMKAMOHHA
komnanus” EAJL.
ITo noxaszaren K3:

Komucusita mocrass oneska mo noxasarea K3 - 25 touxu.

DDoS pemeHHeTO NOKpUBA 3aJ0XKEHWTE MHHMMAJIHM H3WCKBAHHS 3a 3alllATH B
AOKYMCHTallATa IO  HacTosflnara mnopbuka. DDoS pemenmero He e 00BBP3aHO ChC



3aKyllyBaHe Ha JONBIHUTENHO OOOpyABaHE W JHICH3MH NIpH Bo3noxurens. YuacTHHKA
IIpefocTaBs CpoK 3a peaknus npuw DDoS araka mo 20 muH. 6e3 ma curmanusmpa
Busnoxurent. DDoS pemennero uMa moseue ot 15 [IEHTHpa 3a IIPEYHCTBAaHE Ha Tpaduka.

B TeXHHYECKOTO NpeiokeHne € MocodeHo, de DDoS PCIICHUETO MMa Had 15 meHThpa 3a
TIPEYMCTBAHE Ha TPahUKa, KATO HHTEPHET TpaduKa € CHMETPHUYEH B U3IIAI0 MEXKIYHAPOICH.
Y4acTHHKa OTepupa ¢ JeBEeT HE3eBHCHMHI MEXTYHAPOIHHE UpStream-a ¥ W3MO0N3Ba B MOMEHTA
MEKIYyHApOAHA MHTEPHET CBBP3aHOCT ¢ 001 KanamuteT 125 Gbps.

o noxkazaren K4;

Komucusita mocraps onenka mo nokasarea K4 - 25 roukn.

YyacTHHKa OCHTYpsABa HPO(ECHOHAIEH MPEOTCTHIICH HHXEHEP, C IPaBOMOIIMS Ja
YHIPaBisiBa ¥ KOHQUIYpHpa BCHIKH YCTPONUCTBA, MMAIlM TEXHIYECKO OTHOIIEHHUE II0 CMHUCHIIA
Ha TEeKyIaTa Iporenypa. Y 4acTHHKa IpefocTaBs nepconanen Homep Help Desk 3a 3asBka Ha
nospeny. Karo nombiHATENHH YCIYyrH BOJEINM 10 TON3H 3a BB3T0XKHTENs, yJacTHHKA
OCHUIypsBa [BaMa IICPCOHAIHU MPEKOBH MH)KEHEPH, KaTO € IPEOCTaBHI M IIEPCOHATIEHH
MOOUIHE TeneoHEM HOMepa. YYaCTHHKA OCHIYpsBa TIEPCOHANCH MEHHIKBD 32
aIMUHUCTPATHBHO ¥ THPrOBCKO 0OCHyXBaHE Ha JEHHOCTTAa, KaTO B CiIy4aii He HEroBO
OTCBCTBHE € OCHTYPECH 3aMECTHHK ChC CBINUTE KOMIIETCHTHOCTH ¥ NPABOMOLIMS. YYacTHUKA
e NpeJocTaBu on-line MOCTBII 10 CTATHCTHKY 3@ TEXHHYECKH NapaMeTpH II0 3arybu Ha
NAaKCTH M TPAH3UTHU 3aKBCHEHMsA, KAKTO M MECEUHH OTYETH 3a MapaMeTpUTe TapaHTUPAHO
BpeMeE 33 Bb3CTaHOBSIBaHE Ha yCJIyraTa u JOCTBIHOCT.

Komucusra NPHCTHIU KbM _HOAPOOHO PAIMICKAAHEC HA IEHOBMTE IPEAJIOKCHHUSA HA
YYACTHHIIUTE.

Pasrnexane Ha 1meHOBO mpeioXeHue Ha yuacTHEK ,,Herepa” EOO/L.

Komucusta ycTaHoBH CHINECTBEHO HECHOTBETCTBHE B MPEICTABEHATA OT yYaCTHHKA
»Herepa” EOOJ odepra, ¢ npeasaputenHo oOGSABEHHTE YCIOBHS Ha BB3JIOKHTENS B
HACTOsIIaTa OOLIECTBEHA IOPBUKA, KOETO HECHOTBETCTBHE HE MOXKE Na OBAE CAaHHPAHO upes
IPCICTaBAHE HA HOB JOKYMEHT ChIbpXalll IPOMEHEHA W/WIM NOUbIHeHa uHpopMmamus. B
JOKYMEHTaIMATa IO HAcTosAmara oOIIecTBeHa mophuka, B Pasmen IV. , Pasriexnane Ha
oeprute. Kputepmii 3a Bp3narane. OeHka W KIacHpaHe Ha odeprure. Ompenensne Ha
U3ObIHMTEN”, T. 5. ,MeTroquka 3a ompeleisHe Ha KOMIUICKCHA OLICHKA Ha odeprute”,
BB3noxurensT e pasnmcan, e yJacTHULHUTE ciepa Aa odepupar IieHa 3a €IHOKpaTHa TaKca
32 OBbPBOHAYATHO HHCTAMpaHe M KOH(DHUTYpHpaHe, KOATO 12 € TMONOKHUTEIHO YUCIO
PasjnYHO OT HyNa. Y9YaCTHHWKA € TPEIJIOKHI IeHa eXHOKPaTHA TAaKCa 3a IBPBOHAYAIHO
HHCTaNHpaHe W KoH(urypupade B pasmep Ha 0,00 1B., KOETO IPEIOKEHHE HE CHOTBETCTBA
Ha 3aJI0)XCHUTC H3UCKBAaHHUA M YKa3aHWs II0 HACTOSAINATa OOIIECTBEHA MOPHUKA M IPABH
odeprara Ha Y4aCTHHKA HEHOIXOISINA.

Ilopagu W3IM0XKEHOTO BBB BPB3KA C HPEICTABCHOTO LEHOBO TIPEVIOKEHUE OT

yJaCTHHKA, KOMHCHATA HPENIAra 32 OTCTPAHSBAHE OT [0-HATATBHIIHO YYacTHE B
nporneaypara y4actuuk ,,Herepa” EOO/I.




Pasrnexnane Ha IICHOBO  MpPE/UIOKEHWE HAa  YYacTHUK  ,DbhbJarapcka
TeJeKOMYHUKAITHOHHA KoMnanus” EAJL,

Komucugra OPUCTBIIA KbM HOI[pO6HO PasTiCKIaHe Ha MOCHOBOTO IIPCIUIOKECHHC Ha
YJaCcTHHKa, KaTO KOHCTaTHpPA, 4ye CBUIOTO € OpPEJCTaBEHO B CHOTBETCTBUE C 06pa3611a oT
JOKyMEHTaHuATa ¥ OTIOBAPAT HA U3UCKBAHHUATA 34 (bopMa " CHABPIXKXAHHE.

Kommcusra mpucremum  kBM  omeHka Ha  odeprara Ha  ,Bharapeka
TeJieKOMyHuKanuonna xomnanusa” EAJI, cro0pasHo yTBBpAEHATa METOAMKA 32 OIIEHKA OT
BB3JIOKUTEIS.

Ipensua, 9e mMa caMo €IWH JONMyCHAT TO TO3M €Tall Ha NpOIEAypaTa yJacTHHK,
paszmopenbara Ha wi.72, ain.1 ot 3011 e He npuIOKKUMA.

Onenka mo naka3zaren K1:
KI1=10*Umin/L]yu)
K1=10%(629.99/629.99)
K1=10 mouxu

Onenka no nakasaren K2:
K2=40*([min/L]yu)
K2=40%0.01/0.01)

K2=40 mouxu

Omnpenensne Ha KpaliHa OLEHKA HA YYACTHHK ,BBLJIrapcka TeJeKOMyHHKAIMOHHA
komnanust” EAJ]

Kpaiinara onenxa (K) ce n3ancnspa o cienmara popmyna: K = K1 + K2 + K3 + K4
K=K1+K2+K3+K4
K= 10+40+25+25
K=100 Touxn
Komucuara u3pbpiy Kiacupade Ha yIaCTHHINTE, KAKTO CIIEIBA;
KJIACHUPAHE

-B0O
Ha I'* mscro ¢ Kommiexcna omenka or 100 T. — y4acTHHK ,,Bharapcka
TEeJIEKOMYHUKAUMOHHA Komnanusn” EAJL;



Komucusita, npemnara ma Bwsnoxurens Ja ObJe CKIIOYEH J0roBOp ¢
KJIACHPAHAA HA ObPBO MSACTO YYaCTHHK - wBbirapeka TeaexoMyHukaumonna
Kovmanus” EAJl, npu yciaoBus 32 m3mbiHenHe H HeHa, ¢choOpasno Texnmueckoro u
IlenoBoTo mpennoxenne Ha YYaCTHHKA.

Komucnsara npuxmoun csogra pabora Ha 15.07.2020 r. m npenane IpoTOKONIA U
Ii1aTa JOKyMEHTalMA Ha Be3noxurens Ha cpmara nara sa YIBBpXKJaBaHe.

IIpoTokona e cheTaBeH cHraacHo wil. 97, an 4 or II130I1.
Hara Ha chcTaBsHe Ha/f[?aoroxona: 15.07.2020 r.
{
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